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Error Correcting Codes Intro

Note 9 To send a message of n packets (m1, . . . ,mn) over an unreliable channel, we first interpolate a unique poly-
nomial P(x) through our message packets (i.e., P(i) = mi for 1 ≤ i ≤ n).

To protect against errors from the unreliable channel, we transmit a longer codeword (c1, . . . ,cn,cn+1, . . . ,c j)
that contains our original n message packets, plus extra redundancy packets.

• Erasure error: A packet is lost (e.g., c3 = 3 below).

To protect against at most k erasure errors, we evaluate P(x) at n+ k different x-values to obtain n+ k
packets, which we transmit.
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• General error: A packet is modified (e.g., c3 = 3 is modified into 6 below).

To protect against at most k general errors, we evaluate P(x) at n+ 2k different x-values to obtain
n+2k packets, which we transmit.
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Berlekamp–Welch Algorithm: an algorithm for the recipient of a codeword to correct general errors

Variables:

• packet index i, the position of each packet (e.g., 1,2,3, . . .)

• n message packets mi (sender knows, recepient wants to know)

• n+2k codeword packets ci (sender sends to recipient over unreliable channel)

• n+2k received packets ri (may or may not be corrupted, i.e. different from ci)

• k error locations e1, . . . ,ek: the positions where the errors occurred, used to define E(x) below

Polynomials:

• P(x): polynomial through original message

• E(x) = (x− e1)(x− e2) · · ·(x− ek): error locator polynomial

• Q(x) := P(x)E(x). In Q1, you will show why Q(i) = P(i)E(i) = riE(i) for all 1 ≤ i ≤ n+2k.

The recipient begins only knowing ri and the degrees of P(x) and E(x). To recover the original message:

1. Using the degrees of P(x) and E(x), find the degree of Q(x).

2. For each received packet ri, write the equation Q(i) = riE(i). The unknowns are the coefficients of
Q(x) and E(x).

3. Solve the system of equations to obtain Q(x) and E(x).

4. From Q(x) and E(x), recover P(x) and thus the original message.
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1 Berlekamp-Welch Warm Up
Note 8
Note 9

Suppose you want to send a length-n message over an unreliable channel. You obtain P(x), the polynomial
that passes through your message packets.

(a) What is the degree of P(x)? Why?

(b) If there are at most k erasure errors, how many packets should you send? If there are at most k general
errors, how many packets should you send?

Suppose the unreliable channel can corrupt up to k general errors, and you send an appropriate number of
packets based on part (b). Your recipient uses Berlekamp-Welch to correct the general errors.

(c) What do the roots of the error polynomial E(x) represent? Does your recipient know these roots?

(d) When does ri = P(i)? When does ri not equal P(i)? Using these two cases, prove that Q(i) =
P(i)E(i) = riE(i) for each received packet index i.

(e) What is the maximum degree of E(x)? Using the information about the degree of E(x) and P(x) from
part (a), what is the maximum degree of Q(x)?

(f) How many unknown coefficients are there in total across Q(x) and E(x)?

Upon knowing the degrees of Q(x) and E(x), your recipient writes the equation Q(i) = riE(i) for each
received packet.

(g) How many equations does your recipient have? Do they have enough equations to solve for all of the
unknown coefficients?

(h) Your recipient obtains Q(x) and E(x). How do they recover P(x) and the original message?
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2 Berlekamp-Welch Algorithm
Note 8
Note 9

Steve wants to send you a message (m0,m1,m2) = (1,1,4) of length n = 3, using an error-correcting code
for k = 1 general error, doing arithmetic over GF(5).

[Note: The packet indices for this problem begin with 0, not 1.]

(a) Steve constructs a polynomial P(x) (mod 5) of degree at most 2, so that

P(0) = 1, P(1) = 1, P(2) = 4.

Find P(x), and determine the codeword (c0,c1,c2,c3,c4) that Steve transmits.

You receive the message (0,1,4,0,4) from Steve, knowing that one packet was corrupted. (Recall that since
you’re the recipient, you do not know the original message and P(x).)

(b) Write, but do not solve, the system of linear equations that you will use in the Berlekamp-Welch
algorithm to find Q(x) and E(x).

(c) You solve the system of equations you wrote in part (b) to obtain Q(x) = 4x3 + x2 + x and E(x) = x.
How do you recover the original message from Q(x) and E(x)?
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3 Berlekamp-Welch Algorithm with Fewer Errors
Note 9 In class we derived how the Berlekamp-Welch algorithm can be used to correct k general errors, given

n+ 2k points transmitted. In real life, it is usually difficult to determine the precise number of errors that
will occur. What if we have less than k errors? This is a follow up to the exercise posed in the notes.

Suppose Alice wants to send 1 message to Bob, m1 = 4, and guard against 1 general error. She encodes the
message with the polynomial P(x) = 4, then sends the codeword P(1),P(2),P(3) = (4,4,4) to Bob.

(a) Suppose Bob receives (5,4,4). Without performing Berlekamp-Welch explicitly, help Bob find E(x)
and Q(x), using only the information Bob (the recipient) knows.

(b) Now, suppose there were no general errors, and Bob receives (4,4,4). Show that the Q(x) and E(x)
that you found in part (a) still satisfies Q(i) = riE(i) for all i = 1,2,3.

(c) Verify that E(x) = x−2, Q(x) = 4x−8 also satisfies Q(i) = riE(i) for all i = 1,2,3.

(d) Suppose Bob tries to decode his received packets (4,4,4). From what you showed in parts (b)–(c),
what will happen when Bob tries to solve for the unknown coefficients of Q(x) and E(x)?

(e) Prove that in general, no matter what solution of Q(x) and E(x) Bob obtains, the recovered P(x) will
always be the same.
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