
CS 70 Discrete Mathematics and Probability Theory
Spring 2023 Satish Rao and Babak Ayazifar HW 04

Due: Saturday, 2/18, 4:00 PM
Grace period until Saturday, 2/18, 6:00 PM

Sundry
Before you start writing your final homework submission, state briefly how you worked on it. Who
else did you work with? List names and email addresses. (In case of homework party, you can just
describe the group.)

1 Fermat’s Little Theorem

Note 6 Without using induction, prove that for all natural numbers m, m13 −m is divisible by 130.

2 Euler’s Totient Function

Note 6 Euler’s totient function is defined as follows:

φ(n) = |{i : 1 ≤ i ≤ n,gcd(n, i) = 1}|

In other words, φ(n) is the total number of positive integers less than or equal to n which are
relatively prime to it. We develop a general formula to compute φ(n).

(a) Let p be a prime number. What is φ(p)?

(b) Let p be a prime number and k be some positive integer. What is φ(pk)?

(c) Show that if gcd(a,b) = 1, then φ(ab) = φ(a)φ(b). (Hint: Use the Chinese Remainder Theo-
rem.)

(d) Argue that if the prime factorization of n = pe1
1 pe2

2 · · · pek
k , then

φ(n) = n
k

∏
i=1

pi −1
pi

.
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3 Euler’s Totient Theorem

Note 6 Euler’s Totient Theorem states that, if n and a are coprime,

aφ(n) ≡ 1 (mod n)

where φ(n) (known as Euler’s Totient Function) is the number of positive integers less than or
equal to n which are coprime to n (including 1).

(a) Let the numbers less than n which are coprime to n be m1,m2, . . . ,mφ(n). Argue that the set

{am1,am2, . . . ,amφ(n)}

is a permutation of the set
{m1,m2, . . . ,mφ(n)}.

In other words, prove that

f : {m1,m2, . . . ,mφ(n)}→ {m1,m2, . . . ,mφ(n)}

is a bijection, where f (x) := ax (mod n).

(b) Prove Euler’s Theorem. (Hint: Recall the FLT proof.)

4 Sparsity of Primes

Note 6 A prime power is a number that can be written as pi for some prime p and some positive integer i.
So, 9 = 32 is a prime power, and so is 8 = 23. 42 = 2 ·3 ·7 is not a prime power.

Prove that for any positive integer k, there exists k consecutive positive integers such that none of
them are prime powers.

Hint: This is a Chinese Remainder Theorem problem. We want to find n such that n+ 1,n+
2, . . . ,n+ k are all not powers of primes. We can enforce this by saying that n+ 1 through n+ k
each must have two distinct prime divisors.

5 RSA Practice

Note 7 Consider the following RSA schemes and solve for asked variables.

(a) Assume for an RSA scheme we pick 2 primes p = 5 and q = 11 with encryption key e = 9,
what is the decryption key d? Calculate the exact value.

(b) If the receiver gets 4, what was the original message?

(c) Encode your answer from part (b) to check its correctness.
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6 Tweaking RSA

Note 7 You are trying to send a message to your friend, and as usual, Eve is trying to decipher what the
message is. However, you get lazy, so you use N = p, and p is prime. Similar to the original
method, for any message x ∈ {0,1, . . . ,N −1}, E(x)≡ xe (mod N), and D(y)≡ yd (mod N).

(a) Show how you choose e and d in the encryption and decryption function, respectively. Prove
that the message x is recovered after it goes through your new encryption and decryption
functions, E(x) and D(y).

(b) Can Eve now compute d in the decryption function? If so, by what algorithm?

(c) Now you wonder if you can modify the RSA encryption method to work with three primes
(N = pqr where p,q,r are all prime). Explain how you can do so, and include a proof of
correctness showing that D(E(x)) = x.
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