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Polynomials of degree d : aaxdtaa
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XD- 't - - -+qxtao

Property 1 : Any such poly . has ← d roots €

Property 2 : Any dtl points (✗ i.yi) define a unique
polynomial of degree ⇐ d

It

Polynomials mod p forprime p (i.e, overGF[ p] )
satisfythe same properties ÷

.
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Application to secretsharing



Today : Application. to Error Correcting Codes

intruder

message ⇒ codeword _¥÷x> received msg

Mi - - -Mn C
, .
. . Cm Y - - . Vm

channel

The intruder can cause two types of errors :
- erasures : up to K of the Ci get dropped we know which)
- general : up to K of the Ci get corrupted (& we

don'tknowwhich)
Goal : Design a . . . Cm s -

t
. Bob can recover m, . .mn from

4- . Vm

Redundancy : We will need m>n



Erasures

M
, . . . Mn

c' - - -↳+K
> ☒ Cz Cz☒ Cs - - -Cntk

⇐ k packets dropped
⇒ In packets received

Goal : Reconstruct m ,
- - .mn from any_k of Ci - - - Cntk

Let q > ntk be a large prime s - t . packets are integers
mod q (e.g. q > 232for 32 - bit packets)

Let pcx) be the unique decree- G- 1) poly . Cmodq )
through the points (i

,
m;) Is i E n

send codeword C
, Cz . . . cn+k where Cj =p(j) kjtntk

Can reconstruct plx) given any n of the C; → get
the original packets mi = p(it I = is n



Example : Message 6605 ; n=4 ,
k=2 f-2 packets

dropped)
Take q= 11

1. Find degree-3 poly . through 11,6) , (2/61,130) , 14,5)

D. (x) = 4-2>(+31-1×-4) = C- 65? C) (X) = 91×-271×-331×-4)(1-2)(1-3) (1-4)

zlx) = ⇐ 1)G-3) 1×-41 = 2-1 . C)C) ( ) = 61×-111×-371×-4)
(2-1)=2-3712-4)

Dzcx) = -

1>41×7 = = 6-
'

C)C) C) = 21×-111×-311×-4)

⇒ p(×)=6D , G) + 6.dz/x)tO.DzCx)t5.D4Cx)

= 541×-271×-371×-41 -1361×-171×-371×-4) -1101×-171×-371×-4)
= ✗
'
+2×2+9×+5 (mod 11 )



plx) = ✗3+2×2 -19×+5

2. Compute k=2 additional points on plx) :
1)(5)= 53+2.52+9.5+5 = 5 (mod 11) → (5,5)

p(6) = 63+2.62+9-6 +5 = 6 (mod 11) → (6,6)

3. Send then-14=6 packets :
(1,61

,
12,6)

,
(3,0)

,
(4,51 , 15,5) , 16,6)

4. Given any 4 of these packets, we have 4
points on degree-3 poly . pcx) → can compute
pcx) by Lagrange Interpolation

5. Recover original Msg . as PA) p (2) p(3)p (4)

EI : Sp .
2nd 123rd packets are dropped . Compute p (X)

from 4,6), 14157, (5,5%16,6) recovermessage .



Interpolation Revisited

Given : d -11 points (× , , y , ) , - - -

,
(✗d+ , > Yd+ , )

Goal : Find the unique degree -d polynomial p( x)
s.t.ph/i)--yiforlEi--d- 1

Method 1 : Lagrange ✓

Method 2 : solve system of linear equations :

write plx) = ad XD -1 - - - +a. ✗ + ao

Equations for the coefficients ai :

ad ✗ it -1 . - - + 9
,
✗ it ao = y , d-11 equations

ad Xzdt - - - ta
, ✗z t ao

= Yz in

i. : } d-11 unknowns
ad Xdtilt - -

- + a , ✗oh ,
+90 = You ,



Example : Find degree-2 polynomial (mod 11 ) through
the points (0,4) , 11,2), 12,3)

p(x) = 92×2+9
,
✗ too

⇐¥ :

:::÷÷:
*a
:÷ :|az . I + ai . I + ao = 2 | azta, -1190 = 2

Solie : 90=4 az -191=-2

492 + Za , = -1 } Zaz =3
Az = 2- ! 3=-6.3 fmodll)

= 7-(mod 11)
A
,
= -2-Az = -2-7

131×1=7×2+2×+4 (mod ID =2 fmodll)

EI : p(x) = 3-2×2- Iz ✗ +4



Q : How do we know that these equations always
have a (unique) solution ?

A : Eouations can be written in matrix form :

Cao ai - - - old)

(
1 I 1 - - - l

= (y , yz - - - Ydt , )✗, ✗ z ✗3 - . - Xd-11
Xi Xi Xi . - - ✗ñ# ): : : :
✗ it Xzd Xzd Xd!

a M = y

Matrix Misa VanderMonde matrix , which is
always invertible if all the ✗i are distinct

Hence 7 unique solution a = yM
-1



Back to E-Ccs : General Errors

r
, rz V3 V4 rn-124

m
, . . . Mn

c' - - -↳+2K
> ④czCzCMhgf - - -

ntzk

⇐ k packets corrupted we don't

> ntk packets uncorrupted}É%wwhich !
Let q > n -12k be prime

Let pcx) be the unique degree- In- 1) poly . Cnodq)
through the points (i.m;) Is i En

send codeword C
, Cz . . . Cn+zk where Cj =p(j) kjtn-12k

Can reconstruct plx) given then+2k packets ri , ra . . - -> rntzk
( up to K of which are corrupted/bad) NOI obvious how !



Erasures vs . General Errors

Erasures : codeword : ntk points on poly . p(x)
k points deleted

⇒ can still reconstruct p from remaining n pts .

GeneralErrors : codeword : n-12K points on poly . plx)
K points corrupted (

"

bad" : ritci)

⇒ have ntk
"

good
"

points G- k bad pts )
BUT we don't know which are good !

Q : can we still reconstructp
?



GeneralErrors : codeword : n-12K points on poly . plx)
K points corrupted (

"

bad" )

⇒ have ntk
"

good
"

points G- k bad pts )
Q : can we still reconstructp

?

Good news : We have ntk good points , which is
K more than we need !

Bad news : We don't know which are the good points !

Strategy : Find a polyp that goes through some
n-1k of the points

Among those ntk points , at least ntk
- K =n

are good - so p mustbethe correct poly !



Example :
•

• n=7
,
K = 2

•

• •

•

•
•

• • good points (n+k= 9)
•

•
• bad points ( K =2)

Any subset of n+k=9 points must include at least
n=7 good points !

Se : enough to find a polyp of degree n-1=6
that goes through any n+k=9 points



Elwyn
Berlekamp

Lloyd
Welch

Goal : Given n+2k points (i, r;) , finda degree- (n-1)
polynomial that goes through > ntk of them

Very CleverTrick [BerleKamp ☒Welch]

Use another polynomial - the "
error-

locator polynomial
"

- to code up the

positions of the errors / bad points

Define Elx) : = (X-e,) (x-ed - - - (x-ek)

where e
, , ez, . . : >Ge E {1,2, . . . ,n-124 } are the positions

of the errors (i.e., those i for which Ci,rilt-li.ci) )

NOTE : We don't (yet) know these values e; P



Define Elx) : = (x-e.) (x-ed - - - (x-ek)

key Equations :
Pti) Eli ) = ri Eli) for Is ish-12k

Proof : cas : i is goodpoint - i -e., Pti) = ri

Pti ) Eli) = Pti)Eli? ✓

Casetii) : i is a bad point - i. e..PH/--riPli1Eli)=riElil
✓

① If



Pli) Eli ) = ri Eli) for 1 c- is n -12k

Define new polynomial Qlx) =PG) E-Cx)
Then Q has degree n- I -1k = ntk -1
And equations become

Qli) = ri Eli I 1 Ei ⇐ n+2k

Write out :

QQ) = Anne , ✗
"""

+ Anne, ✗
""I

. . .
-19
,
✗ + ao

Elx) = XK + bus, X
""

+ . - - + b
, ✗ + bo

Plugging in the n+2k points (i, r;) gives
nt2k equations in n -12k unknowns

→ solve forthe ai andthe bi ?



Example : Message = 820 n=3
,
k=l error

of = 11

1. Construct unique degree-2 poly . (mod 111

through (1,8 ) , (2,2%13,0)

D. 1×1 =¥¥¥§ = 61×-211×-3)

Dz = ¥¥¥⇒ = -1×-111×-3)

Az G) = -

⇒ PG) = 8.D.G) +2- Add -10. Dzlx)
= -

-
-

= 2×2 - ✗ + 7 (mod 11 )

CHICK : PG) = 8; PG)=2; p (3) = 0 Call mod 11)



17×1=2×2- ✗ +7

2. Compute 24=2 additional points :

1741=2 ; P(5) = 8

3. Send n-12k points as codeword :
(1) 8) , 12,21 , 13,0) , (4,2) , (5,8)

Sp. first character is corrupted we receive 11,1)

4. Write down five equations in five unknowns :
QQ) = 93×3+92×2 + 9 , ✗ + ao
Elx) = ✗ + b.

Qli) = ri Eli) )
Q (1) = 1. E- (1) (4) =2. E-(4)
Q (2) = 2. E-(2)

1£ i. ⇐ 5 @(3) =0 .
⇐(3)

Q (5) = 8. E-(5)



4. Write down five equations in five unknowns :
QQ)= 93×3+92×2 -19 , ✗ tao
E(x)= ✗ + b.

Qli)=ri Eli) )
Q(1) = 1. E- (1) (4) =2. E-(4)
Q (2) = 2. E-(2)

/ ← i. ⇐ 5 @(3) =O.E(3)
Q(5) = 8. E-(5)

aztazta , -190 = It bo

893+492+29,1-90 = 212-1 bo) } mod 11
2793 -19oz +39,1-90 = 0

6493+1692+49 , -190 = 214-1 to)

12593-12592+59,1-90 = 815-1 bo )



aztazta , -190 = It bo

893+492+29,1-90 = 212-1 bo) } mod 11
2793 -19oz +39,1-90 = 0

6493+1692+49 , -190 = 214-1 to)

12593+2592+59,1-90 = 815-1 bo )

5. Solve these equations (mod 4) to get :
95-2

,
92=8

, 91=8 , 90=4 , b. = -1

Hence we have

QQ) = 2×3-18×2+8×+4

E- (X) = ✗- l

so error is in position 1 (1stpacket)

And P(×)= = 254×81,4-8×+4=2×2×+7
6. Recover original Msg : PHP(2) P (3) = 820


