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Last L ecluve

o Computing nverses : extended Euclid
o Chinese Rewainder Theovewn

o Ferwat's Little Theovenm :

o Euler's Totienl Theovewm -

Todayy
o RSA C\/\\jP‘l'os\\jstUM — an application oP

all the above
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AL@ worls to sevd avmessoﬂe,h; Bob
Secwetj (vo body else con vead i)
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Uassical vy |>\‘ngmp\a3 ( pre-19 30s)

Alice. X/ Bob shave ;\/Ul, advonce a secrel
(lwsial) “codebool’ 3¢ use it for boths
encodivg & d&cﬁmﬂ

Foblews
o Eve m(,)\/vt steal e codebodic

o Bj olOSQf\/l:V\ﬁcx bunda of emuj?hok messSages,
Bve wigi bk fle code  (cf ﬁm’,\(jma
we WWIL)
o Alie & Bob need to meel/toovdinale w adauce




Public - ke:j C\/jp\'bgfa?\/ﬁ (Rivest— Shawmiv- Mdmgm,
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Fmblais hes a Fu'a\(c kﬂj K
keeps a relaed Prwale Lcej P

N&

Q uses K 4o emagpl: WS o Zob

dec/ysG wessages using ¥
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pao\lod:( av\alojﬁ anone can lock it (wihi K)
V\Qei stedal key (P) fo wnlock




Chaoses 2 la/{ge pvmes Pg

Chooses wteger e oprime +o (P")(CV )
Rublishes public key |(V,e) wherr AM=pg
Refans  pavate key [d = € (wod (p-D-1))

To send a wessase x (an mbeger wod N) t Bop:

— compites |E(X)= X° wmod N
- Seds Y =E () o Bod

)

5°)
i
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Feoypts incommg wessage v via
D(ﬁ) = 3‘* mod N




qu\ple p=5, g, =13 — N=pg, =85
,t (p-1)(q-1) = 64
Choose e=5 (Lo]mme b)) = Rblic key K= (85, 5)
Avd  d=e7" (mod64) =13  Pite key

) /V\ESSaﬂQ« X = H (—we ivd'egefé 85_)
E() = 17 mod85 = [6l]=y «|-t2i=s

Send 1o Bob 1S = T Zixlt
...... _23\ 6||

‘i D) = 61° wmd 85 = DU=—] g2e s =

3W\P0»/\’gvfi> Alice never kwnous P.gord Voo[a®= 6@xeif=60

Cor (p-1(g-1) ° | zlex2ixel




How do we [wnow RSA wovlts ¥ 15 seane ?

\. Coedress: Rovethat P(E) = < Yxefo),-a-)

Z. Secw'«g: kvgue Ak Eve learns vothivg by
o\asef\/u/\ﬂ E(x), N, e

3. _Eﬁ‘ic&eo\oj: SWow that all C,DMApu,\"a\"&M 53
Mice ¥ BSS can be done eﬂjmeh‘fb
— choosmg \m@& pvuves

T U’"‘*Wﬁ‘"ﬂ e, d, E (xsl D(‘ﬁx



I, Covedress:  Rove that PE(OY = % Yxefo),-a-)
Roof : Resl tiak )= X wed V- sl D) = y* wed N
T whew y= x= Mo d= e (o (0G0
Soned o pove: x°% =z x [wed N)

é«.qwit/a(em('lﬁ : )((xe”‘"_ |> = (0 (md A/)

D skbpthok plx(x"""—\\ ond 9 l x(x“‘"q) @

Note flat ed = klp-)G-1)+1 fovsame ke 2 [ﬁﬁr—fmm(w)éﬁ
So ® teumees:  p| X ()‘(‘4”’\&"\_0 and sowe fovq
(e (2) - P‘X S - (X"’")k(i"\
(uelt) - p/f/x Thea QCO\(X,p)z |

>0 by FLT : Pz (mdp) Klp-1)Gg-1)
D xMEED S | (wedp) S X T -1 = Oy
) ?‘(Xkﬁ’-\)(@-\)_‘) ./ SAme agawed forq, 3




Alternative Pfoof usiung Eulers Theovew
()
Kecall - ¢ = | (mod w) W x 5.t 9co\(u4,x)= |
wheve @(m) 15 the number of such x

Whain m=N=pq,, wehave (N)=pq-p-9,+|
= ()G~

|

So bv' Eulers Thwm :
el _ Xk(p—()(qy—l\-rl;_ v (MDAM) V)(S.‘-SCA();,N)

[AM forhe fewspeccal X with ged(x, N) #), we
hove p|x of ¢ |x and can argue as behve



2. Secw'«\\x): Avgue Auak Eve learns wvothing by

@‘;

D\Osef\lw\ﬂ E(x) N C
How could Eve Wt leamxfoun £ ()= x* wed N 7

Tvy guessiug x =
Nole : 3 unique x st E[(X) = Y so Eve com check

Poblewn = 2" 10°? possiliiliies fov x @)

Ty 0 fiqure oul the factws P, 9, — thew she could
Compie d = €™ mod (P"D(r\) and decnpt %= \fl wod N/
PVDb\cw\ ’ fﬂb(‘D""’\g (afge ivd'63ev's 1% Vevy hard. (q:)

NetG - computing (p-V(4-1) 2 equivaledt to fachorig N
Swce (|>.t)(at () = N-p-q + |

Ts/g\ to sdve the eguation x®= y (md N) 'G.%fX

Yroblew : Equisdeto The discrete \ problem, whicly
an twin 45 very hand—




&Weat . A vad’wm compuler can (m

4«1"60/3)) c LLLeb\ﬂﬂ ﬁufwi.ze_ lafge,
Numbevs  (Shor's Aclgor dhny

—> Can break RSA (avw\ other swwmdar
public Ley cvﬂyk-osjs\—ew\s)

=> Now field of * post-quarkums cryprogastsy



3. _Eﬁ‘tc&emﬂ: Show thah all compurahpus bj
Mice & BSS can be dove EKW\B
waﬁvg e, d, E(X), 2\3\

e anything coprimeto (-1)(3-1) = often 2" (piwe)
d= e wdp-NG-0 - wuse extended Eudad

E(x) = W wmod N use vRpedied sauaring : o f
= u wod N \ e,d have < [024 HUs thew
? (\D \3 = 0‘4\3 need ~ 2k M\A.\H'\)\;LGT\: OWVS

Muthplications wod M Hale ~0024) ~ T Bross.



3. _Eﬁ‘tc&emﬂ: Show thah all compurahpus by
Mie ¥ BSS can be done efficienty
ChDOs(Mf/ lavge primes (5“:3» 102 bits)
o pid a vandomr 1024 -bx viumber w

o oot LF N 1s privme
e f 5t W again

Riwe Musber Theovama : |TofPrimes<m 1
m Imm

1\ i - . /Y
Oon a\lefage, Aom every) W vn aumbes As e

Since W24-310 , atlet 1 in FI0 1024 bit vos. is ‘
Pvwwe |

J « o o 0 et o o4 .o . . o gc au o as o <as- |
102
'ZIOZS '2 4
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?V[mah@ ESHV}S ' H‘ow do we ‘el € & \mfae e rn
5 pime ?

Reca\l ﬁdovw\j A 18 vevy havd

Bul - Teshvxg 119 N 1s pvime s (Fm/hj) e.aaj

Bad Vrimals ’C«j Test :

Jor 2<ca< Jn
f aln Yhen outpul” " 15 vol puwe
oubput A s prime

Runing bae - O(I7) = 0% if nz 165 @




ch(/l Bd;('e,(: Fes/wu'.f ‘(—est
P\Lk o € {2.3) ---,Y\~\} al” vand oun
df gcd (@) # | Pl “n is ot pwme
«LF ot E (wod w) ouﬁw\‘f "N s et P\/\WAC\‘
else output’ "N As prvime

JF N 18 P/ime, outpul s alwouﬂs covvect

”’ ARE % wﬂ P»/ime, tes\ w\a\ﬂ oud‘Pu't— V\J»/thg onswer, .
Th's b\OLPPeu\s i(: the random O\ we,P\AA s Vb o
witness . 1-e., gcd(an) = |

ad o' = | (wmodn)

even thowgh w 4 Wit pvinne_




Good Mews : For almost all Gvnp\i‘s A, at ko half
0(3 e qc (2‘3,---,»'\4} ave widnesses I

This means the Fevwdk (ek 4s covvect wila
Pwbabilily af least Yz

T@ 100 ddﬁe/evu“ as = Jesr s cowecf wt\’l»?/bb
7 |-
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Ca\/md«ael NM&BVS /ﬁe \.M.\)ﬁ n Anal Afou\. e

Feywat Test ave called Gavwichael Numbers
they have no wiinesses a

\frd’few CNs: 561,105, 1329 Milley—Rabin
OV\\& ~ 4/|M 2‘+ CNS Wy o 'OZ\ Sblo‘ﬂj Shassen

Fa(.r “l\ef& are Qﬁue,ﬁr a\%on,‘ﬂ,\w\/s (@X‘,’Q}I‘SLGM.S df
— Fermd Test) tuad also Work for (Vs !




